
Have an active SIPRNet circuit or preparing to install one? Beginning 
in 2017, all active SIPRNet circuits, including Industry sites, are eligible 
for a no-notice Command Cyber Readiness Inspection (CCRI). Our 
SecureStrux Defense Information Services Agency (DISA) certified 
CCRI Team can evaluate your circuit using proven methodologies and 
provide hands-on assistance to improve your results.

Defense Security Service (DSS) serves as an interface between the 
government and cleared industry, provides oversight and assistance 
to cleared contractor facilities, and assists management and Facility Security 
Officers in ensuring the protection of U.S. and foreign classified 
information. Planning, coordinating, and partnering between DSS and 
Industry is critical as the Department of Defense (DoD) SIPRNet 
compliance and oversight program is evolving. Ongoing enhancements 
to requirements and risk scoring demonstrate a larger focus, not only 
compliance, but operational readiness and continuous monitoring 
throughout the lifecycle of the system.

Facilities with active SIPRNet circuits undergo a Security Vulnerability 
Assessment (SVA) every 12 months. The inspection methodology currently uses the Office of Designated Approving 
Authority (ODAA) Baseline and includes a review of required self-inspection documentation, staff interviews, safe 
inspections, and Information System (IS) inspections for the entire facility. CCRIs for facilities with active SIPRNet 
circuits are usually conducted once every 3 years. The SVA methodology is identical to the current CCRI methodology 
at the time of the inspection with certified DSS representatives inspecting the circuit instead of DISA representatives. 
SIPRNet systems for all Industry sites are required to meet both the electronic and documentation requirements for 
ODAA baseline and the DISA Security Technical Implementation Guides (STIGs).

READINESS CHALLENGES

As the future of the CCRI program continues to change, and with the 
pending release of the new DSS Assessment and Authorization Process 
Manual (DAAPM) in July of 2016, organizations often find themselves 
behind the curve in preparing for these inspections. Further complicating 
matters is the shift from scheduled inspection notifications provided 
90 days in advance to no-notice inspections. Periodic health checks on 
a bi-annual basis become critical in improving site inspection results 
and the overall security posture of the DoD Information Network. DSS 
Sites are often faced with shrinking budgets, staffing constraints, and 
turnover in key personnel. With regular assessments, organizations 
gain increased situational awareness, reduce preparation time and 
inspection costs, and most importantly, minimize the risk of failure.

OUR APPROACH

SecureStrux understands both the parallels and differences between 
the CCRI and SVA inspection methodologies and can introduce 
efficiencies in preparing for both. Our qualified team has been involved 
in the CCRI program since its inception in 2010. SecureStrux has the 
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“What I liked about SecureStrux is the 
one-stop, hands-on shop for a variety of 
contemporary security challenges facing 
industry. More than just a report, you 
deliver tools and resources for lasting 
results. I think that is important. Most 
consultants do some training and leave 
you with a report. Building a foundation 
and resources for longer term success is a 
trademark of SecureStrux.” 
-CCRI Customer 

We have helped our clients achieve 
some of the highest CCRI scores in the 
DoD. Since the beginning of 2015, all of 
our DSS customers have achieved an 
Excellent or Outstanding CCRI grade.



technical expertise to provide not only a current CCRI assessment, but can assist with the configuration, remediation 
and implementation of hardware and software settings to provide a secure and compliant security posture. By providing 
an organization with a thorough understanding of the inspection framework, we help eliminate erroneous scoring 
based on inspector oversights. SecureStrux’s CCRI Fix and Assist Service is accomplished alongside your staff in two 
kinds of hands-on phases.

Assessment

Review network diagrams and ACAS vulnerability scans to validate full IP address coverage and proper configuration in 
accordance with CND scanning and remediation and DISA tactics, techniques and procedures (TTPs).

Assess and tune McAfee’s ePO Server and HBSS endpoint security components.

Review network architecture border devices, infrastructure switches, and network infrastructure policies.

Provide Traditional/Physical Security Assessments.

Complete security assessments for all applicable CCRI and SVA technologies using the DoD STIGs.

Review compliance with all applicable CCRI and USCYBERCOM CND directives, CTOs, OPORDs, and contributing 
factors.

Deliver grading in accordance to CCRI Phase IV formulas.

Assistance

Provide personnel augmentation with certified CCRI reviewers across all technologies.

Implement hardware and software technical solutions.

Provide templates and assist with finalizing DSS and CCRI documentation.

Conduct hands-on training with staff to ensure complete knowledge transfer.

Provide updated grading result in accordance with CCRI Phase IV formulas.

Provide Daily Hot Washes and Out-Brief to organizational staff and leadership.

Provide documented recommendations for a continued “Pathway to Success.”

LET US HELP 

Contact us at info@securestrux.com or 717-267-2672 with your specific organizational needs and we will provide a 
customized plan of attack, clearly outlined deliverables, a “Pathway to Success,” and an estimated cost of completion 
to help you meet your objectives. We will work closely with each organization to provide trusted service that meets 
individual budgets, timelines, and internal bandwidth.


